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ABSTRACT

Because biometric recognition systems are reliable and distinctive, they are widely used in many different
applications. Hand-based person recognition has gained a lot of attention in recent years because of its stability,
feature richness, dependability, and increased user acceptance. Although the dorsal side of the hand can be quite
helpful in personal identification, it does not receive much attention. Finger knuckle and finger nail biometric
traits can be obtained from a single dorsal hand scan. This research paper presents an approach for person
identification using the dorsal finger knuckle and fingernails. It provides a structure for automatic person
identification, which includes the segmentation of the detected components with hand images using the Hands
Module (Media Pipe Module). The research paper focuses on the key points that hand components consist of the
base knuckle, the major knuckle, the minor knuckle, the thumb knuckle, and the fingernails, which are one of the
important biometric features. Specifically, a multi-model deep learning neural network (DLNN) is used to extract
distinct features from each model using the DenseNet201 and Inception V3 models. The dorsal finger knuckle and
fingernails of ten concatenated fingers are used to recognize all features extracted by these models. Different
similarity metrics are used to compute the matching procedure for every model individually. An evaluation of the
proposed approach was performed using datasets consisting of 11,076K hands with left and right hands dorsal,
for 190 persons, and 4,650 Poly U, often known as Hong Kong Polytechnic University, Contactless with right
hand dorsal for 502 persons. The proposed structure was achieved with results indicating that the Inception V3
models are better than the DenseNet201 model on the 11,076K Hands dataset and the 'Poly U HD’ dataset. The
left-hand results are better than the right results on the 11,076K Hands dataset and the fingernails produce
consistently higher identification results than other hand components, with a rank-1 scores of (99.96% and
96.28%) for inceptionV3 model, (98.11% and 93.42%) for denseNet201 model in the 11,076K Hands dataset and
with a rank-1 scores of (97.07%) for inceptionV3 model, (94.83%) for denseNet201 model in the 'Poly U HD’
dataset. According to the multi-model deep learning approach proposed in the work, this approach achieved a
significant improvement, achieving rank-1 scores of 99.96% compared to previous studies, which plays an
important role in knuckle recognition.

Keywords: Pattern Recognition; Personal ldentification; Hands Module; Feature Extraction (FE); Deep
learning neural network (DLNN); fine-tune (FT); DenseNet201; Inception V3.

1.0 INTRODUCTION

Biometrics is one of the systems for person recognition and is seen as a security system substitute for more
conventional techniques like ID cards, passwords, and PIN codes. The technique of identifying a person based on
their physiological, behavioral, or chemical traits is made easier by biometrics [1]. Numerous physiological traits
have been utilised, including face, fingerprints, iris, and voice. Finger Knuckle Print (FKP) and fingernail (FN)
biometric systems are among the many hand-based biometric systems that are gaining popularity because of their
high accuracy, computational complexity, dependability, and low cost, especially since they use small imaging
devices that require additional hardware [1], [2], [3]. The main benefit of fingernail patterns (FN) is their high
degree of distinguishability, even between identical twins as well as between different fingernails on the same
person [4]. Because of their great degree of distinctiveness, fingernails can be employed for biometric recognition.
However, the anatomical structures of finger knuckle patterns (FKP) are unique. Recently, finger knuckle patterns
(FKP) have been researched to improve biometric recognition systems with increased precision [5], [6]. As is often
known, using conventional techniques of identity identification, such as ID cards, passwords, and PIN codes, in
applications requiring ultimate security is not always the best choice. These traditional techniques, however, have
serious drawbacks in that they are susceptible to presentation or spoofing assaults, loss, or theft. Their performance
is still inadequate for security applications, despite impressive advancements. One of the most dependable ways
to get beyond the preceding problems and allow safe access is to use biometric identification, which has certain
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limits. Detection, segmentation, and pattern information extraction are the foundations of person identification in
order to locate actual persons. The field of recognition systems studies the combination of biometrics from persons
based on their physical and behavioral features and advanced machine learning, such as deep learning neural
network (DLNN) [7], [8]. These features can be found in the hand gesture [9], ear [10], face [11], finger vein [12],
or a combination of finger vein and knuckle pattern [8].
Deep learning (DL), a branch of “artificial intelligence” (AI), leverages multi-layered neural networks to
automatically learn and extract patterns from large datasets. It offers significant advantages, including improved
accuracy, the ability to manage complex and large-scale data, and reduced dependency on manual feature
extraction (FE). These strengths make DL particularly well-suited for tasks such as image recognition, “natural
language processing” (NLP), and predictive analytics. In recent years, DL has gained substantial attention in
“computer vision” (CV) [13], [14], especially within the field of biometrics, due to its flexibility and high
recognition performance [15], [16], [17]. The primary goal of applying DL in biometrics is to efficiently identify
multiple levels of representation by learning discriminative features specific to each biometric modality. A
biometric system can apply deep learning at multiple phases, such as interest region extraction (ROI),
preprocessing, feature extraction (FE), matching rank, matching, and decision-making. In general, considered,
feature extraction (FE) has been the main use of deep learning in biometrics. Multimodal deep learning neural
networks (DLNN) have rarely been studied for biometric systems using finger knuckle patterns (FKP) or fingernail
(FN). Despite recent advances, multimodal biometrics systems using FKP or FN still have low accuracy and
F1_score metrics, difficulty in recognition, and complexity that negatively impact robustness and simplicity.
Avoiding all of these problems and improving the recognition performances remains a formidable challenge. Score
levels obtained using multiple modalities deep learning for FKP and FN for the same person can perform better
than recognition systems that just use FKP or FN. A multimodal biometric system can also process many database
templates from enrolled users. To overcome these drawbacks, we need an innovative system for biometric
recognition using FKP and FN. FKP and FN biometrics provide secure, contactless, and hard-to-spoof features,
making them ideal for high-security systems. Its stability and resistance to surface corrosion also enhance its
reliability over time.
In this research paper, a simple and fast approach presents a novel structure for person identification that uses
several hand components of the dorsal finger knuckle (Base Knuckle, Major Knuckle, Minor Knuckle) and
fingernails. In the proposed structure, the first segmentation of the dorsal finger and fingernails are carried out,
which is implemented through a variety of processing steps, including blurring the hand image, converting it to
HSV color space, and implementing morphological operations (Dilation Hand Image and Erosion Hand Image),
median filtering hand image and using the Hands Module (using the MediaPipe Module). Then, DenseNet201 and
Inception V3 models were implemented using the fine-tuned hyperparameters to extract distinctive features.
Finally, Hamming Distance (HamD), Jaccard Distance (JaD), Braun-Blanquet Distance (BB), and Bray-Curtis
Distance (BC) were used to perform the matching procedure for every model individually.
The following is a summary of the contributions made in the research paper:
1. Introducing a novel structure for person identification based on multi-biometrics of the dorsal finger knuckle
and fingernails.
2. Propose a new segmentation method using the Hand Landmark Model (Mediapipe Module).
3. Evaluate the performance of the segmentation method by identifying actual and predicted samples.
4. Investigate several basic CNN models to obtain the best performance based on feature extraction. Then, using
the best-performing models, DenseNet201 and Inception V3, fine-tuning was performed on a subset of the
11kHands and PolyUHD datasets based on each hand component (base knuckle, the major knuckle, the minor
knuckle, the thumb knuckle, and the fingernails), to enhance feature retrieval.
5.Propose the best matching procedure metrics, Hamming Distance (HamD), Jaccard Distance (JaD), Braun-
Blanquet Distance (BB), and Bray-Curtis Distance (BC) to compare the extracted distinctive features.

The remaining sections of the paper will be structured as follows: Section 2 related work, Section 3 materials
and methods, Section 4 evaluation results, Section 5 discussion results and Section 6 conclusion and future scope.

2.0 RELATED WORKS

Hand-based biometric systems are commonly used, primarily leveraging features such as fingerprints, palm prints,
and finger veins. In contrast, finger knuckle patterns and fingernail biometrics have received less attention, with
limited publicly available datasets for these traits. Nevertheless, various feature extractions (FE) and description
techniques have been applied to these lesser-studied traits, yielding diverse results in terms of accuracy and
performance. Building on this foundation, this research paper also presents a review of previous studies that focus
on FE methods used for personal identification, followed by an in-depth study of the most important systems for
identifying individuals. Tarawneh et al. [18] introduced a finger knuckle print (FKP) framework that extracts deep
features from FKP images using the VGG-19 deep learning model. Merging both deep features (F6 and F7) is also
studied using various rules, such as average, maximum, and minimum, using the deep features gathered at layers
6 and 7, both with and without dimensionality reduction tools like the “Principal Component Analysis” (PCA).
Experiments conducted on the Delhi Finger Knuckle Dataset achieved an accuracy of up to 95%. The framework
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uses a single dataset that can produce results that do not apply to another dataset or real-world scenarios, as diverse
datasets can have distinct characteristics and complexities. Chlaoua et al. [19] offered a novel method that uses
“principal component analysis network” (PCA Net) to extract features from images of FKP modalities and apply
deep learning to construct a multi-modal biometric system. The suggested structure uses PCA to learn a two-stage
filter bank, then block histograms and basic binary hashing to cluster feature vectors. These feature vectors are
then used as input for classification by a linear multiclass “Support Vector Machine” (SVM). Test results using
the FKP dataset from The Hong Kong Polytechnic University (2018) achieved an accuracy of 99.73% and 99.59%.
Input images lack quality, as poor lighting conditions, motion blur, or low-resolution images affect the
performance of the proposed method, leading to inaccurate feature extraction and classification, which the study
may not address.

Zhang et al. [20] used the extraction and assembly of local and global characteristics from FKP images to
demonstrate an efficient FKP recognition system. The local feature is specifically marked as the orientation
information that was obtained using the Gabor filters. The Fourier transform of the image obtained by extending
the scale of the Gabor filter to an infinite value; As a result, the Fourier transform coefficients of an image can be
interpreted as its global features. A weighted average of the local and global matching distances determines the
final matching distance between two FKP. Experimental results were conducted on the FKP dataset, where the
proposed system achieved good results compared to other systems, with a Lower Equal Error Rate (EER) of
0.402% and False Rejection Rate (FRR) of 0.9680%. With improved implementation, this system could become
significantly more effective. Usha and Ezhilarasan [21] contribute a novel technique based on geometric and
textural studies for personal identification using FKP. In the first method, angular geometric analyses are used to
extract the shape-oriented elements of the finger knuckle print, which are subsequently merged to improve the
precision rate. In contrast, the multi-resolution transform known as the "Curvelet Transform" (CT) is used to
analyse the knuckle texture feature. In this article, each curvelet knuckle is subjected to PCA to recover its feature
vector using the covariance matrix resulting from the “Curvelet Coefficients” (CC). Experiments were conducted
utilising two datasets (PolyU dataset and IIT finger knuckle dataset), where suggested techniques achieved an
accuracy of up to 98.72%. The limitations of this technique are that it requires a higher computational cost than
the other techniques, as the texture analysis process takes longer than the geometric analysis technique. Joshi et
al. [22] suggested a human authentication system based on the FKP. The research trains a Siamese "Convolutional
Neural Network" (CNN) model using pre-processed knuckle ROI images. The suggested system achieved a CRR
of 9924% and an EER of 0.78% on the PolyUFKP database from 165 persons.
The Siamese CNN complicates model training and deployment. ~ This  complexity may demand more
computational resources and experience, limiting its use in low-resource environments.

Sadik, Al-Berry, and Roushdy [23] presented a brief overview of the suggested techniques for FKP-based
authentication. Shariatmadar and Faez [24] suggested a system based on FKP images for identity verification and
personal identification. Using the "Gabor Filter" (GF), they first extract the features of each finger. Then, they use
the PCA algorithm to reduce the dimensionality of the obtained features. After that, they use "Linear discriminant
analysis" (LDA) to increase the features' separability. In the finale, they match using the Euclidean distance as a
classifier. The identification and verification results of the four-finger feature combination were 98.79% and 91.8%
using the Poly U FKP database. The system does not perform well in verification mode, and it takes longer to
recognize. Kumar and Xu [25] investigate the dorsal skin patterns on fingers that form between the proximal
phalanx and metacarpal bones in order to determine the possibility that they can be used as biometric
characteristics. To attain better performance, which may not be achieved using any of these knuckle patterns alone,
this study also investigates the simultaneous application of learned or accessible major, first minor, and second
minor knuckle patterns. In addition, they examine the potential biometric applications of independent segmented
dorsal regions of the palm, obtained in visible illumination. The stability of such second minor finger knuckle
patterns is also briefly studied in this paper using a set of images taken more than two years apart. The study
achieved EER for matching the dorsal areas of the palm of the hand, which is 0.15607, and this combination index,
middle, ring, and little fingers resulted in an EER of 0.096, 0.1054, 0.0994, and 0.1084, respectively, as it was
performed on a database of 712 images of the finger dorsal image and 501 different individuals (automatically
segmented), for the palm dorsal image. Limited training samples affect matching accuracy from the two sessions,
and minor knuckle images are weak and need improvement for forensic purposes. Amina [26] designed a
multimodal finger knuckle print identification system using the support vector machine (SVM) classifier and a
novel deep learning method known as Discrete Cosine Transform Network (DCT Net). Experiments were
conducted using a database of 7920 images from 165 persons, where the system achieved an EER of 3.33% for
identification and 7.60% for verification. Environmental issues like illumination conditions and noise may affect
the performance of the Finger-Knuckle-Print identification system. In contrast, these issues are not addressed in
the research. Conditional variations may lead to variable recognition rates.

Zhang, Zhang, and Zhang [27] introduce a new FKP-based system for personal identity authentication. To
obtain the FKP images, a specialized data acquisition device is designed, and then the FKP recognition algorithm
is used to process the data obtained. The FKP image's local convex direction map is extracted, from which a
coordinate system is determined to align the images and, a region of interest (ROI) is cropped for feature extraction.
The FKP features are extracted and represented using a competitive coding scheme that employs a 2D GF to extract
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the image local orientation information. When matching, the angular distance is applied to evaluate the degree of
similarity between two images' competitive code maps. Experiments were conducted on 5,760 images of 480
different fingers, where the FKP recognition system achieved a true acceptance rate (97%) and a low false
acceptance rate (0.02%). The system lacks high-quality image samples, which affects the matching accuracy.

A. Attia, et al. [28] propose a novel approach described as "Log Gabor-TPLBP" (LGTPLBP). Nonetheless, the
FKP identification system was implemented using the "Three Patch Local Binary Patterns" (TPLBP) approach
utilised for face recognition, which can be applied to FKP recognition. The real and imaginary images have been
extracted from each "Region of Interest" (ROI) of the FKP images using the 1D-Log Gabor Filter. The feature
vectors of the real image and the hypothetical image, respectively, were then extracted using the TPLBP descriptor
on both images. For every FKP image, these feature vectors have been joined to create a sizable feature vector.
Subsequently, all of the acquired feature vectors are immediately processed via a linear discriminant analysis
(LDA) dimensionality reduction procedure. Lastly, during the matching stage, the cosine Mahalanobis distance
(MAH) has been employed. The system achieved an accuracy of 99.60% and 99.80% using the Hong Kong
Polytechnic University (PolyU) FKP database. Although the system utilises Linear Discriminant Analysis (LDA)
for dimensionality reduction, this approach may face challenges with high-dimensional data, particularly when the
sample size is small relative to the number of features. This can result in overfitting or the loss of key discriminative
information. Chalabi, Attia, and Bouziane [29] propose a finger dorsal knuckle print multimodal identification
system. To gain a better understanding of the exploited characteristic, they extract features from both the minor
and major finger dorsal knuckles using PCA Net. Subsequently, SVM is employed for the two modalities' matching
stage, and a score-level fusion method is used to merge the scores using distinct rules. Experiments were performed
on the publicly available PolyUKV1 database, which achieved a rank-1 accuracy of 93.44%. Using PCA Net with
an SVM classifier may lead to computational complexity, which may limit the scalability and practical
performance of the system. Most existing research using deep learning, which relies on segmentation methods,
requires a large amount of labeled data for the training network, which is often challenging for large datasets. It is
important to emphasize that research conducted on fingernails through hand images has not received much
attention in the field of biometric systems. The ability of nails to change may be one factor. Despite there are many
FKP recognition methods in the literature, none of them is perfect and each has its own set of drawbacks, which
are often inherited from problems carried over from computer vision (CV) and machine learning (ML). As a result,
there is still space for development, particularly when applying deep learning methods to FKP and FN images.

3.0 MATERIALS AND METHODS

This section focuses on the methodology for creating and using the finger knuckles and fingernails recognition
multimodal. This research paper presents deep learning neural network (DLNN) methods for biometric recognition
of finger knuckle patterns and fingernails.

3.1  Brief Description of the Dataset

In this research paper, the performance of a convolutional neural network is evaluated using the ’11-k Hands’
dataset and the Hong Kong Polytechnic University contactless hand dorsal Images dataset.”1 1k Hands’ dataset
[25], which includes 11076 hand images from 190 persons, which comprises in the dorsal and palmar views. The
hands in the images are in a variety of hand positions, from widely opened to partially closed to closed. Using a
USB document camera with a resolution of 1600 x 1200 pixels, each image in this database was taken with the
hands at about the same distance from the camera. Furthermore, as the subject of this work is finger knuckles and
fingernails, the 2738 left and 2755 right dorsal images have been chosen. PolyUHD dataset [30] includes 4650
hand dorsal images of 501 persons’ right hands in a comparable flat position with open fingers, making up this
database. With a hand-held camera, the 1600 x 1200 pixel images were taken under both indoor and outdoor
lighting conditions.

In this work, we tested different CNN models to develop more accurate models that can be used for the
recognition of finger knuckle patterns and fingernail images. Only the dorsal parts for person identification in the
11k Hands and PolyU HD datasets are of interest to us in this work. The dorsal numbers for the right and left hands
are 2738 and 2755, respectively. For training, validating and testing the fine-tuned model, we used 52,022 and
52,345 segmented images from the left and right dorsal in the 11k Hands database, respectively. The dorsal hand
number is 4650 on the right. We used 88,350 segmented images from the right dorsal in the PolyUHD dataset for
the training, validation and testing of the fine-tuned model, respectively. To avoid over-fitting and to guide the
training process, the classes are divided into two parts. The first part of the data comprises (70%) of the data to
train the model, the remaining part (30%) of the data is utilised to validate the training model, and the data that
will be utilised to test the model constitutes (30%).



3.2 Modeling Architectures

Recently, advances in deep learning neural networks (DLNN), especially in the field of biometrics, propose that
several Deep CNN architectures may be used [31]. However, convolutional neural networks (CNNs) can be
challenging to train from scratch. To overcome this problem, this work uses a diversity of pretrained models and
transfer learning techniques. The main benefit of transfer learning is its ability to train data more quickly and with
fewer samples. The information acquired by the previously trained model can be applied by the newly trained
model [32]. This work includes a comprehensive evaluation of two different baseline models. Some examples of
these baseline models are DenseNet201 and Inception V3. Due to their effective use in computer vision, these
models were chosen. Adding the fine-tune to make each baseline model appropriate for the number of classes used
in the experiments allowed for their usage as transfer learning models in this work. In the following subsections,
each of these various models will be briefly discussed.

3.2.1 DenseNet201 Architecture

Dense connections are a characteristic of the Dense Net architecture. By linking every layer to every other layer,
it enhances Res Net architecture [33]. In these densely linked architectures, each layer receives feature maps from
each layer that comes before it and transmits its own feature map to the one above it. Reusing features with an
overall minimum amount of parameters is another important benefit of this kind of architecture. The DenseNet201
architecture, which was used in this work, is one of the many commonly used versions of the Dense Net
architecture. (see original DenseNet201 Model in Fig. 1).
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Fig. 1: DenseNet201 architecture
3.2.2  InceptionV3 Architecture

The fundamental idea underlying the InceptionV3 architecture is to "widen" the network by allowing it to contain
many different types of kernels on the same level, which addresses the problem of excessive variability in the
position of the prominent sections in the images under evaluation. This idea of several kernels functioning at the
same level is made possible by the so-called Inception modules. Using this basic idea, the first InceptionV1
(Google Net) was proposed [34]. The InceptionV1 architecture was later expanded upon by the InceptionV2 and
InceptionV3 architectures, which were introduced in [35]. These improvements included adding kernel
factorization, batch normalization to auxiliary classifiers, and resolving representational bottlenecks and auxiliary
classifiers. First runner-up in the ILSVRC 2015 image classification test went to this InceptionV3 architecture.
(see original InceptionV3 Model in Fig. 2).



3.3  Proposed Approach

In our approach, this work used a multimodal deep learning neural network (DLNN)-based structure to recognize
dorsal finger knuckle and fingernails using the DenseNet201 model and Inception V3 model, supported by fine-
tuning of feature extraction (FE). To the best of our knowledge at the time of publication, no literature had taken
this idea into consideration. Based on the achievement of deep learning neural network (DLNN) in solving many
complex tasks, this enhanced structure aims to achieve optimal recognition of finger knuckle and fingernails by
highlighting missing details in knuckle images against the restrictions such as noise, blur, and brightness. A
schematic diagram of the proposed structure is shown in Fig. 3. The first to third phases of the structure are: 1.
Pre-processing; 2. Feature extraction (FE); and 3. Evaluation of matching and similarity.

Sub-Image
(224x224)
Original Inception V3 Model
—
Q
~ — = — ~
3 3 @ o < 3 - — — o
= E S Q = = 6T 6} © 3
2l |4 : gl 2] |2] |z & cAEIE:
& & o -~ o i)
gl 14| | =z al g 9] | 2 > =Pz 5
) A 32 o ) ) = g g ) ﬂ
»g—»g—»g—»@i—»g—»g—»§—>;—>g—>§é—>g
= = A en = = & 5y 153 ) g
= = = =] S = 154 3} o = NS
= & g = = 2 3
° S g = S ° K= S| g s
= = = e = g < >< x £
=} o i) A~ ) o o) wn N
@] O > O O
<
o
O

Fig. 2: InceptionV3 architecture
3.3.1 Pre-Processing Phases

This phase detects the dorsal finger knuckle patterns and fingernails from the image of the hand. In this work,
using the hands module (MediaPipe Module) for hand posture estimation is the approach dedicated to this purpose
in order to detect the location of a hand area, such as finger knuckle patterns and fingernails. The main components
of the hand are detected through the key points of this model. To achieve the best result of localization key points,
the original manual image was resized to 224x224. The process of detecting the dorsal finger knuckle patterns and
fingernails is illustrated in Fig. 4.

According to Fig. 4, the process of detecting the dorsal finger knuckle and fingernail patterns is implemented
through a variety of processing steps as in:
(1) Apply blurring hand image: An image can be made blurrier by applying a Gaussian Blur filter to it, which
reduces the amount of noise in the image. One crucial component of image processing is image blurring [36], [37].
(i1) Convert to HSV color space: The objective of this sub-step is to identify the skin region in the hand image by
first converting the RGB to HSV color space and then applying certain skin area determination rules [38], [39],
[40].
(iii) Apply morphological operations: It consists of a set of processes that use shapes to process images. Once an
input image has been given a structural element, it produces an output image. Two of the most fundamental
morphological processes are dilation and erosion [41], [42], [43].
(iv) Apply median Filtering: It is excellent at lowering this kind of noise. The filtering technique uses a small
matrix (such as a 3x3) to scan the entire image. It then uses the median of all the values inside the matrix to
recalculate the value of the center pixel [44], [45], [46].
(v) Finally, detect the dorsal finger knuckle and fingernail patterns. Use hands Module (MediaPipe Module): It is
a high-precision method for tracking fingers and hands. It uses machine learning (ML) to deduce nine 2D hand
landmarks from a single frame [47], [48].

After completing the four processing steps, cropped sub-images of the hand's keypoints will be generated as
shown in Fig. 5. Every hand consists of 19 various components, namely:
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Fig. 3: A schematic diagram of the structure for personal identification based on (FKP & FN)*




(a) Five base knuckle, or metacarpophalangeal (MCP) joints.

(b) Four major knuckle or proximal interphalangeal (PIP) joints.
(c¢) Four minor knuckle or distal interphalangeal (DIP) joints.

(d) One minor knuckle of the thumb or interphalangeal (IP) joints.

(e) Five fingernails.
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Fig. 4: Shows the processing steps for detecting the dorsal finger knuckles patterns and fingernails
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Fig.5: Shows the sample of the sub-images of the hand’s keypoints
3.3.2 Feature Extraction (FE) Phases

Any pattern recognition system must include feature extraction because it is essential to achieving high-performing
findings. Obtaining features of unevenness and distinctiveness is crucial in order to distinguish between various
patterns [21], [49]. Thus, in this work, the proposed approach uses fine-tuning of the Dense Net201 model and
fine-tuning of the Inception V3 model (see Fine _ Tuning in Fig.3) to extract the feature vectors for each model
separately and performs them on each keypoints hand components separately and as well as merging all dorsal
Finger Knuckles Patterns and Fingernails (FKP & FN)" for left hand and right. The configurations of the
hyperparameters and parameters chosen for the DenseNet201 model and Inception V3 model are presented in
Table 1. The pre-trained models DenseNet201 and Inception V3 were first loaded. A convolution was then
performed using a 224 x 224 input image, freezing the ImageNet weights for feature extraction and transfer
learning. From the initial DenseNet201 model, the first 700 layers were frozen. In this work, freeze some of the
48 layers in Inception V3. Then, the Global average pooling(GAP) layer, flatten layer, and fully connected (Dense)
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layers were fine-tuned. In this work, an output layer with a softmax activation function is utilised for finger knuckle
patterns and fingernails (FKP & FN)+ recognition. In addition, training is enhanced by adding a batch
normalization layer and a dropout layer to prevent overfitting.

Table 1: DenseNet201 and Inception V3 hyper parameters value

DenseNet201 Inception V3
Hyper parameters Value

Input Size 224 x 224 224 x 224

Batch Size 16 16

Seed 1337 42

Optimizer Adam Adam

Learning-Rate le-2 le-3

Epochs 100 100

Loss Function Binary- Cross Entropy Binary- Cross Entropy

Dense 2048 512

Total Parameters 26,988,797 (Use 11K Databases) 22,948,829 (Use 11K Databases)
28,262,964 (Use PolyUHD Database) 23,108,372 (Use PolyUHD database)

Trainable Parameters 8,654,781 (Use 11K Database) 13,958,717 (Use 11K Database)
9,928,948 (Use PolyUHD Database) 14,118,260 (Use PolyUHD Database)

Non-Trainable Parameters 18,334,016 (Use 11K Database & 8,990,112 (Use 11K Database &

PolyUHD Database) PolyUHD Database)

3.3.3 Evaluation of Matching and Similarity Phase

To attempt to solve pattern recognition problems, metrics of similarity and distance (dissimilarity) are essential
[50]. Various mathematical techniques are used to measure the proximity or distance between two objects at their
respective locations in order to make similarity and distance measurements [56]. In the third phase, several metrics
such as Hamming Distance (HamD), Jaccard Distance (JaD), Braun-Blanquet Distance (BB), and Bray-Curtis
Distance (BC) are used with the basic model feature extractor described previously. Performance is then further
enhanced using the best recognition results for the subsequent fine-tuning phase. The opposite of the distance
metric between two vectors is the similarity metric, which states that the degree of similarity increases with
decreasing distance and vice versa. In this paper, feature extractors are used, where these hand parts are first
mapped onto feature spaces. The length of each feature vector is 4096. Second, persons were matched per hand
component using the similarity metrics. The proposed system's recognition performance is evaluated using the
Hamming distance (HamD) [51], [52], Jaccard distance (JaD) [52], [53], Braun-Blanquet Distance (BB) [50], [53],
and Bray-Curtis (BC) [54], [55] metrics. It is described by the following equations (1-4).

Hamming Distance (HamD): HamD (x,y) = X1, 1,y (1
Where

x&y: The two strings or binary sequences, n: the length of the strings (or sequences),

x;& y;: the elements (bits) at the i-th position in the strings x and y

Jaccard Distance (JaD): J(4, B) = % 2)
Where
A and B are two sets,
|A N B| is the number of common elements in both sets.
|A U B| is the total number of unique elements in both sets.
ANB

Braun-Blanquet Distance (BB): S(4, B) = m (3)
Where
|A N Blis the number of common elements in both sets.
|A| |B| are the sizes (cardinalities) of sets A and B.
max (|A|, |B|) is the size of the larger set.

. . . _ (b+o)
Bray-Curtis Distance (BC): Sz = Taibie 4)

Where a, b, and c represent the abundance of features



The dorsal FKP & FN algorithm explains the method used to identify a person and summarizes the suggested
structure (FKP & FN) step by step.

Algorithm (Dorsal FKP & FN) : suggested (FKP & FN)* framework
Input: Dataset 11k Hands, PolyUHD
Output: Personal Identification

Begin

Stepl: Read the hand image from the 11k Hands and PolyUHD Dataset

Step2: FOR each row (I) from 1 to 224 pixels (image height)

Step3: FOR each column (J) from 1 to 224 pixels (image width)

Step4: Pre-Processing Phases

Step4-1: While the hand image (I) is available, do

Step4-2: Segmenting the finger knuckle patterns and fingernails

Step4-3: Apply the blurring hand image

Step4-4: Convert to HSV color space

Step4-5: Apply morphological operations (dilation and erosion)

Step4-6: Apply median filtering

Step4-7: Use the hand landmark model (Mediapipe Module)

Step4-8: END FOR (J)

Step4-9: END FOR (I)

Step4-10: Return Final Result

StepS: Create a database with sub-images of every component.

Step6: Feature Extraction (FE) Phases

Step6-1: for p « 1to 19 do

Step6-2: Divide the database into three distinct sets: testing, validation, and training classes for model

evaluation and training.

Step6-3: Set the network configuration (DLNN apply modification part for denseNet201 Model, modification

part for inceptionV3 Model)

Step6-4: Create augmentation images on the validation and training sets

Step6-5: Using specific epochs to train.

Step6-6: Determine the network weight (W) that achieves the highest validation accuracy and F1_ Score

Step6-7: Using the weight (W), extract the features from the pairings (a) and (b) for further analysis.

Step7: Evaluation of Matching and Similarity Phase

Step7-1: Compute the similarity metrics using the matching equations:

Step7-2: if

Calculate the number of bit differences between features using the Hamming Distance (HamD) in Equation (1).

Step7-3: then

Calculate the measures of the similarity between two sets using Jaccard Distance (JaD) in Equation (2).

Step7-4: END

Step7-5: if

Calculate the measures of the similarity between two sets using Braun—Blanquet Distance (BB) in Equation
3).

(Stlp7-6: then

Calculate the sum of absolute differences between features relative to their total sum using Bray-Curtis

Distance (BC) in Equation (4).

Step7-7: END

Step8: Return the calculated distance values for HamD, JaD, BB, and BC.

Step9: END

4.0 EVALUATION AND RESULTS

The main goal of this evaluation is to determine how efficient and accurate our approach is in identifying a person.
Evaluate our approach in three steps in this section. The evaluations were performed on a computer equipped with
an 11th Gen Intel Core i7-13620H processor, 16 GB of RAM, a 512 GB SSD NVME, and Windows 11, which is
adequate for executing Python 3.9 and managing data-intensive activities. Python library frameworks, such as
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PyTorch and TensorFlow, leverage the performance of Nvidia GPUs’ for deep learning and machine learning
applications.

e Evaluation of the segmentation method

e Evaluation of multi-model deep learning neural network (DLNN)
- Model Evaluation
- Evaluation of the DenseNet201 model
- Evaluation of the Inception V3 model

e Evaluation of Similarity and matching

4.1 Evaluate the Segmentation Method
The results of the segmentation methods for finger knuckle patterns and fingernails proposed in the pre-processing
phase are evaluated in this subsection. Table 2 shows the accuracy for the dorsal the right and left hands using the

hands' landmark model.

Table 2: A demonstration of the accuracy for the 11KHands dataset & PolyUHD dataset

Actual Predicted Accuracy

Dorsal Left Hand 11k Hand dataset 2738 2688 98.174%
Dorsal Right Hand 11k Hand dataset 2755 2618 95.027%
Dorsal Right Hand PolyUHD dataset 4650 4538 97.112%

We observe from our experiments that the results were higher and excellent in the left-hand dorsal in the 11k
dataset compared to the right-hand dorsal in the 11k hand and the PolyUHD datasets. The actual and predicted
values for all samples in the two datasets in Fig. 6 explained the best accuracy. These results are further justified
by the integration of robust deep learning models, such as DenseNet201 and Inception V3 models, which enable
deep feature extraction, and the use of multiple similarity measures (Hamming Distance (HamD), Jaccard Distance
(JaD), Braun-Blanquet Distance (BB), and Bray-Curtis Distance (BC)), which enhance recognition accuracy by
offering diverse perspective in feature comparison.

ACCURACY 98.17% 95.03% 97.11%
PREDICATE 2688 2618 4538

ACTUAL 2738 2755 4650

Dorsal Left Hand_11k Hand dataset
Dorsal Right Hand_11k Hand dataset
Dorsal Right Hand_ PolyU HD dataset

Fig. 6: Shows result accuracy for 11K Hands and PolyUHD datasets
4.2  Evaluation of Multi-Model Deep Learning Neural Network (DLNN)

We experiment with several base models, such as CNNN (Convolution Neural Network), pretrained to extract the
features from finger knuckles and fingernails. In the subsection, the results of the multimodal deep learning neural
network (DLNN) will be evaluated: The DenseNet201 model and the Inception V3 model will be evaluated after
fine-tuning of each model is added to the extracted features.

4.2.1 Model Evaluation

e Confusion Matrix (CM): The efficiency of the network architecture of each model was evaluated by using
confusion metrics. The confusion matrix is a table that summarizes the prediction results of a classification
problem, as shown in Fig. 7. There are four categories based on the number of accurate and inaccurate predictions
[56], [57], [58], [59], [60], [61].

True positive (TP): The predicted and actual results are both positive.
False positive (FP): When there is a positive prediction but a negative actual result
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True negative (TN): The predictions and the actual result are both negative.
False negative (FN): Although a negative result was predicted, a positive result was achieved.

Actual Values
Positive Negative

4]
= 5]
= 2
> TP FP
T L
2
=]
et
= 2

5 FN ™

()

Z

Fig.7: An illustration of the confusion matrix

o (Classification Metrics (CM): The five metrics mentioned below were used to evaluate the performance of the
models [62], [63], [64], [65].

Accuracy (AUC): is the percentage of accurate to inaccurate predictions.

_ Tp +T7’l
Accuracy(AUC)= —TP+Tn+Fp -y (®)]
Precision (PPV): demonstrates the accuracy with which a model classifies a sample as positive.
.. _ Tp
Precision(PPV)= ToiF, (6)
Recall (Sensitivity): the ability of a model to identify positive samples
.. .. . Tp
Recall (Sensitivity)= TotE, @)
Specificity(SPC):
[ _ Tn
Specificity(SPC) TutFy ®)
F1 score: evaluates the balance between the precision and recall values.
F1 Score= ——12 9)
2+Tp+Fy+Fy

Micro-Averaged: Every sample contributes the same amount to the final averaged metric.
Macro-Averaged: Every class contributes an equal amount to the averaged final metric.
Weighted-Averaged: The weighting for every class's contribution to the average depends on its size.

4.2.1.1 Evaluation of the DenseNet201 Model

The main datasets are divided into subsets for testing, validation, and training. After each training cycle, the
proposed models are verified against the validation set and trained using training data. After that, we evaluate the
models using the testing dataset and use evaluation metrics to measure the DenseNet201 model's performance.
Fig. 8 offers accuracy and F1-score for each dorsal finger knuckle pattern and fingernail use, multi-classification
for the DenseNet201 Model.

After obtaining superior multi-classification for each key component in both the 11k left and right dorsal hands
dataset and the Poly UHD right dorsal hands in the DenseNet201 model, we obtained the summarized classification
results for each key component in both the 11k left and right dorsal hands dataset and the PolyUHD right dorsal
hands in the DenseNet201 model. Tables 3, and 4 illustrate a summarized classification for the DenseNet201
model (11k Hands for (Left Dorsal & Right Dorsal) and PolyUHD for (Right Dorsal)). Fig. 9 offers a summarized
classification for training and testing for the DenseNet201 model (11k Hands for (11k Hands for (Right Dorsal &
Left Dorsal) and PolyUHD for (Right Dorsal)).
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Fig.8: Shows accuracy and F1-score for each dorsal finger knuckle pattern and fingernail based on the
DenseNet201 model

Table 3: Show accuracy and F1-score (summarized-classification-report training & report testing) for

DenseNet201 model (11kHands (left dorsal &right dorsal))

Summarized-Classification for DenseNet201 Model-11k Hands (Left Dorsal)

Report Training Report Testing
Micro% Macro% Weighted%  Micro% Macro% Weighted%
Precision 85.87% 88.12% 88.10% 87.85% 90.10% 90.11%
Recall 85.87% 85.93% 85.87% 87.85% 87.86% 87.85%
F1_Score 85.87% 85.84% 85.79% 87.85% 87.84% 87.83%
Accuracy 85.87% 85.87% 85.87% 87.85% 87.85% 87.85%
Summarized-Classification for DenseNet201 Model-11k Hands (Right Dorsal)
Report Training Report Testing
Micro% Macro% Weighted%  Micro% Macro% Weighted%
Precision 94.25% 94.98% 94.98% 92.97% 94.42% 94.42%
Recall 94.25% 94.25% 94.25% 92.97% 92.97% 92.97%
F1 Score 94.25% 93.77% 93.77% 92.97% 92.94% 92.94%
Accuracy 94.25% 94.25% 94.25% 92.97% 92.97% 92.97%
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Table 4: Show accuracy and F1-score (summarized-classification-report training & report testing) for
DenseNet201 Model (PolyUHD (Right Dorsal))

Summarized-Classification for DenseNet201 Model-PolyUHD (Right Dorsal)

Report Training Report Testing
Micro% Macro% Weighted% Micro% Macro% Weighted%
Precision 94.09% 94.52% 94.57% 93.48% 94.22% 94.25%
Recall 94.09% 94.05% 94.09% 93.48% 93.49% 93.48%
F1_Score 94.09% 93.88% 93.93% 93.48% 93.50% 93.51%
Accuracy 94.09% 94.09% 94.09% 93.48% 93.48% 93.48%
DenseNet201 Model _ 11k Hands (Left Dorsal) DenseNet201 Model _ 11k Hands (Right Dorsal)
ACCURACY 85.87% 85.87° 85.87% 87.85% 87.85% 87.85% ACCURACY  9425% 94.25% 94.25% 92.97% 92.97% 92.97%
FISCORE " 85,879 85.84% 85.79% 87.85% 87.84% 87.83% FISCORE  94.25% 93.77% 93.77% 92.97% 92.94% 92.94%
RECALL g5 879 85.939 85.87% 87.85% 87.86% 87.85% RECALL  94.25% 94.25% 94.25% 92.97% 92.97% 92.97%
PRECISION 85.87"/ 88.12% 88.10% 87.85% 90.10% 90.11% PRECISION  94.25% 94.98% 94.98% 92.97% 94.42% 94.42%
summarized_classification_reporttrain Micro% summarized_classification_reporttrain Micro%
summarized_classification_reporttrain Macro% summarized_classification_reporttrain Macro%
summarized_classification_reporttrain Weighted% summarized_classification_reporttrain Weighted%
summarized_classification_reporttesting Micro% summarized_classification_reporttesting Micro%
summarized_classification_reporttesting Macro% summarized_classification_reporttesting Macro%
g summarized_classification_reporttesting Weighted% ; summarized_classification_reporttesting Weighted%

DenseNet201 Model _ PolyUHD (Right Dorsal)
ACCURACY 594.09% 94.09% | 94.09% | 93.48% | 93.48% | 93.48%

F1 SCORE 594.09% 93.88% | 93.93% | 93.48% @ 93.50% | 93.51%
RECALL 594.09% 94.05% | 94.09% | 93.48% | 93.49% | 93.48%

PRECISION 594.09% 94.52% | 94.57% | 93.48% 94.22% | 94.25% |

summarized_classification_reporttrain Micro%
summarized_classification_reporttrain Macro%
summarized_classification_reporttrain Weighted%
summarized_classification_reporttesting Micro%
summarized_classification_reporttesting Macro%

@ summarized_classification_reporttesting Weighted%

Fig. 9: Show a summarized classification for training & testing for the DenseNet201 model
4.2.1.2 Evaluation of the Inception V3 Model

We evaluate the models using the testing dataset and use evaluation metrics to measure the Inception V3 model's
performance. Fig. 10 offers accuracy and F1_Score for each dorsal finger knuckle pattern and fingernail use multi-
classification for the Inception V3 model.

After obtaining superior multi-classification for each key component in both the 11k left and right dorsal hands
dataset and the PolyUHD right dorsal hands in the Inception V3 model, we obtained the results for summarized
classification for each key component in both the 11k left and right dorsal hands dataset and the PolyUHD right
dorsal hands in the Inception V3 model. Tables 5, and 6 illustrate a summarized classification for the denseNet201
model (11k Hands for (Left Dorsal & Right Dorsal) and PolyUHD for (Right Dorsal)). Fig. 11 offers a summarized
classification for training and testing for the Inception V3 Model (11k Hands for ((11k Hands for (Right Dorsal &
Left Dorsal) and PolyUHD for (Right Dorsal)).
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Fig. 10: Shows accuracy and F1-score for each dorsal finger knuckle pattern and fingernail based on Inception

V3 models

Table 5: Show accuracy and F1-score (summarized-classification-report training & report testing) for Inception
V3 model (11k Hands (left dorsal &right dorsal))

Summarized_ Classification for Inception V3 Model 11k Hands (Left Dorsal)

Training Report Testing
Micro% Macro% Weighted% Micro%  Macro% Weighted%
Precision 95.25% 95.56% 95.56% 95.44% 95.81% 95.81%
Recall 95.25% 95.25% 95.25% 95.44%  95.44% 95.44%
F1_Score 95.25% 95.25% 95.25% 95.44% 95.39% 95.39%
Accuracy 95.25% 95.25% 95.25% 95.44% 95.44% 95.44%
Summarized_ Classification for Inception V3 Model 11k Hands (Right dorsal)
Report Training Report Testing
Micro% Macro%  Weighted% Micro% Macro%  Weighted%
Precision 91.87% 94.08% 94.08% 91.67% 93.51% 93.51%
Recall 91.87% 91.87% 91.87% 91.67% 91.67% 91.67%
F1_Score 91.87% 92.17% 92.17% 91.67% 91.84% 91.84%
Accuracy 91.87% 91.87% 91.87% 91.67% 91.67% 91.67%
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Table 6: Show accuracy and F1-Score (summarized-classification-report training & report testing) for

DenseNet201 model (PolyUHD (right dorsal))

Summarized-Classification for Inception V3 Model-PolyUHD (Right Dorsal)

Report Training Report Testing
Micro% Macro%  Weighted% Micro% Macro% Weighted%
Precision 98.47% 98.58% 98.58% 95.44% 96.64% 96.64%
Recall 98.47% 98.47% 98.47% 95.44% 95.44% 95.44%
F1_Score 98.47% 98.47% 98.47% 95.44% 95.59% 95.59%
Accuracy 98.47% 98.47% 98.47% 95.44% 95.44% 95.44%
. DenseNet201 Model_ 11k Hands (Left Dorsal) DenseNet201 Model_ 11k Hands (Right Dorsal)
ACCURACY 85.87% 85.87% 85.87% 87.85% 87.85% 87.85% ACCURACY  94.25% 94.25% 94.25% 92.97% 92.97% 92.97%
FISCORE " 85,879 85.84% 85.79% 87.85% 87.84% 87.83% FISCORE  94.25% 93:77% 93.77% 92.97% 92.94% 92.94%
RECALL  85.87¢9 85.93% 85.87% 87.85% 87.86% 87.85% RECALL  94.25% 94.25% 94.25% 92.97% 92.97% 92.97%
PRECISION 85,879, 88.12% 88.10% 87.85% 90.10% 90.11% PRECISION  94.25% 94.98% 94.98% 92.97% 94.42% 94.42%

w summarized_classification_reporttrain Micro%

summarized_classification_reporttrain Macro%
summarized_classification_reporttrain Weighted%
summarized_classification_reporttesting Micro%

summarized_classification_reporttesting Macro%

@ summarized_classification_reporttesting Weighted%
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summarized_classification_reporttrain Macro%
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summarized_classification_reporttesting Micro%

summarized_classification_reporttesting Macro%

» summarized_classification_reporttesting Weighted%
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F1 SCORE

RECALL

PRECISION

Inception V3 Model _ PolyUHD (Right Dorsal)

98.47% 98.47% 98.47% 95.44% 95.44% 95.44%
98.47% 98.47% 98.47% 95.44% 95.59% 95.59%
98.47% 98.47% 98.47% 95.44% 95.44% 95.44%

98.47% 98.58% 98.58% 95.44% 96.64% 96.64%
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Fig.11: Show a summarized-classification for training & testing for the Inception V3 model

The DenseNet201 and Inception V3 models were trained to classify right dorsal and left dorsal hands, are 2755
and 2738 images for the 11K hands dataset after models were trained to classify 502 classes for 4650 images for
the PolyUHD right dorsal dataset. Initially, images of size 224 x 224 pixels were used as the input to the models
and trained for 100 epochs. The accuracies, Fl-score, and loss obtained on the training, validation sets are
presented for some samples in Fig. 12. The efficiency of each model's evaluation using the Confusion matrix is

shown in Fig. 13.
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Fig. 12: Show result for DeneNet201 model & Inception V3 model (Fingernail-Right-Dorsal-Index-11KHand
(right dorsal) & PolyUHD (right dorsal)): (a) training accuracy& validation accuracy, (b) training F1-Score &

validation F1_Score, (c) training loss & validation loss
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Fig.13: Confusion matrix for some samples 11KHands and PolyUHD for dorsal finger knuckle pattern and

fingernails using DenseNet201 & Inception V3 models

4.3  Evaluation of Similarity and Matching

A phase in the matching process is estimating the similarity between two sub-images of the identical hand. One
segmented image from the query may match with one or more corresponding segmented images in the library
throughout the matching process. Using the feature vectors obtained from the previous phase, we evaluated the
similarity using a rank-1 recognition rate. The definition of the rank-1 of recognition is as follows:

rank —1 = %xlOO

(10)

The total number of samples that were attempted to be recognized is N, and the number of samples that were
accurately allocated to the appropriate person is Ni. Using various pretrained models and similarity distances,
Table 7 shows the rank-1 recognition accuracy of an 11k hands database (shown as a percentage). Table 8
illustrates the rank-1 recognition rate (shown in %) for the 11k Hands and PolyUHD dataset.
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Table 7: Show a comparison between different pre-trained models and similarity distances for the rank-1
recognition accuracy of 11k Hands and PolyUHD datasets

Bray-Curtis Distance

Finger Model Rank-1 Finger Model Rank-1
Base_ Left_ Dorsal Major_ Right_ Dorsal
Thumb DenseNet201 87.83 Index MobileNetV2 86.70
Index ResNet50V2 82.01 Little DenseNet169 100
Base_ Right_Dorsal Major_ Right_Dorsal
Thumb DenseNet201 85.26 Thumb DenseNet201 84.21
Index DenseNet201 81.57 Index DenseNet201 83.15
Middle MobileNetV2 80.00 Ring DenseNet201 83.68
Ring MobileNetV2 80.00 Little MobileNetV2 80.00
Little DenseNet169 83.15
Minor_ Left_ Dorsal Fingernail _Left_Dorsal
Middle DenseNet201 86.77 Thumb DenseNetl169 87.83
Ring DenseNet201 99.47 Middle DenseNet201 100
Minor_ Right_Dorsal Ring DenseNet201 99.47
Index MobileNetV2 80.00 Fingernail_ Right_ Dorsal
Middle ResNet50V2 85.18 Index Mobile Net 90.00
Ring DenseNet169 83.15 Middle Mobile Net 91.05
Little MobileNetV2 80.00 Ring Mobile Net 93.68

Table 8: Rank-1 recognition rate for the 11k Hands (left dorsal & right dorsal) & PolyUHD (right dorsal)

datasets
11KHands PolyUHD
Left_ Dorsal Right_ Dorsal Right_ Dorsal
DenseNet201 InceptionV3  DenseNet201 InceptionV3  DenseNet201 InceptionV3

Dis. Base Left Dorsal Base Right Dorsal Base Right Dorsal

Index (Rank-1) Index (Rank-1) Index (Rank-1)
HamD 76.41 83.30 71.60 73.66 76.35 80.58
JaD 99.64 99.89 93.38 94.55 87.72 91.55
BB 97.28 99.25 89.94 90.54 91.72 89.48
BC 99.50 100 95.05 96.62 98 100
Dis. Base Left Dorsal Base Right Dorsal Base Right Dorsal

Little (Rank-1) Little (Rank-1) Little (Rank-1)
HamD 79.17 91.31 70.74 79.69 74.47 77.66
JaD 87.68 99.72 92.30 94.46 82.36 86.21
BB 93.53 97.70 81.53 93.98 85.36 94.48
BC 94.49 99.78 87.45 92.72 89.76 98.72
Dis. Base Left Dorsal Base Right Dorsal Base Right Dorsal

Middle (Rank-1) Middle (Rank-1) Middle (Rank-1)

HamD 78.25 83.063 73.65 75.28 76.56 80.26
JaD 78.18 98.63 93.55 89.35 77.91 88.39
BB 82.54 92.18 83.24 90.16 80.88 90.87
BC 100 100 93.82 94.01 90.27 97.06
Dis. Base Left Dorsal Base Right Dorsal Base Right Dorsal

Ring (Rank-1) Ring (Rank-1) Ring (Rank-1)
HamD 77.95 84.97 71.28 75.22 80.6 82.1
JaD 83.26 88.65 85.23 87.63 86.12 87.52
BB 99.17 99.65 91.31 92 95.65 97.05
BC 99.87 100 89.29 92.60 97.05 98.85
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Table 8: Continued

11KHands PolyUHD
Left_ Dorsal Right_Dorsal Right_Dorsal
DenseNet201  InceptionV3  DenseNet201 InceptionV3  DenseNet201 InceptionV3
Dis. Base Left Dorsal Base Right Dorsal Base Right Dorsal
Thumb (Rank-1) Thumb (Rank-1) Thumb (Rank-1)
HamD 85.92 88.30 70.05 82.33 77.84 80.29
JaD 87.87 90.15 86.51 89.47 80.18 86.54
BB 99.41 99.51 86.37 87.10 84.91 89.89
BC 98.25 100 94.49 94.73 89.69 90.66
Dis. Fingernail Left Dorsal Fingernail Right Dorsal Fingernail Right Dorsal
Index (Rank-1) Index (Rank-1) Index (Rank-1)
HamD 77.61 86.61 72.96 81.21 70.78 80.6
JaD 98.85 92.26 89.83 91.96 85.81 90.02
BB 99.39 99.96 88.70 90.78 87.29 89.30
BC 100 100 98.18 99.65 95.06 93.88
Dis. Fingernail _Left Dorsal Fingernail _ Right Dorsal Fingernail Right Dorsal
Little (Rank-1) Little (Rank-1) Little (Rank-1)
HamD 78.32 86.98 72 83.09 71.50 80.21
JaD 98.75 99 91.17 93.37 90.30 92.58
BB 99.38 99.72 90.09 95.45 90.08 93.32
BC 99.99 100 98.76 100 92.04 95.68
Dis. Fingernail _Left Dorsal Fingernail _ Right Dorsal Fingernail Right Dorsal
Middle (Rank-1) Middle (Rank-1) Middle (Rank-1)
HamD 85.71 89.63 80.22 85.57 75.17 80.09
JaD 93.35 100 94.41 96.04 90.96 93.87
BB 100 100 81.73 92.21 90.70 91.93
BC 100 100 96.37 99.47 100 100
Dis. Fingernail Left Dorsal Fingernail _ Right Dorsal Fingernail Right Dorsal
Ring (Rank-1) Ring (Rank-1) Ring (Rank-1)
HamD 72.38 83.69 71.74 80.80 70.70 79.12
JaD 100 100 93.11 95.29 92.94 94.58
BB 100 100 83.64 95.38 80.49 89.10
BC 100 100 98.27 99.03 98.67 100
Dis. Fingernail Left Dorsal Fingernail _Right Dorsal Fingernail Right Dorsal
Thumb (Rank-1) Thumb (Rank-1) Thumb (Rank-1)
HamD 70.50 82.33 70.07 72.28 71.59 79.57
JaD 99.69 99.67 93.51 89.47 95.41 97.97
BB 99.46 99.86 86.37 87.10 87.08 90.09
BC 99.74 99.81 100 100 100 100
Dis. Major_Left Dorsal Major _Right Dorsal Major_Right Dorsal
Index (Rank-1) Index (Rank-1) Index (Rank-1)
HamD 77.94 79.20 71.68 73.47 72.47 74.23
JaD 99.26 99.68 90.38 94.69 94.01 97.00
BB 99.76 99.81 82.95 91.47 93.30 96.50
BC 99.68 100 93.27 95.33 95.70 99.90
Dis. Major_Left Dorsal Major _Right Dorsal Major_Right Dorsal
Little (Rank-1) Little (Rank-1) Little (Rank-1)
HamD 75.56 77.1 71.57 74.74 78.39 80.02
JaD 99.50 99.75 92.96 94.52 99.78 99.89
BB 99.72 99.86 80.41 94.67 99.89 100
BC 87.70 99.88 91.78 98.60 95.49 98.27
Dis. Major_ Left Dorsal Major_ Right Dorsal Major_ Right Dorsal
Middle (Rank-1) Middle (Rank-1) Middle (Rank-1)
HamD 73.54 83.77 71.44 80.95 70.51 79.26
JaD 99.36 99.66 94.35 96.63 89.83 93.98
BB 99.72 99.79 81.01 95.41 97.53 97.89
BC 99.80 99.86 94.60 99.34 98.70 95.68
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Table 8: Continued

11KHands PolyUHD
Left_ Dorsal Right_Dorsal Right_Dorsal
DenseNet201 InceptionV3  DenseNet201 InceptionV3  DenseNet201 InceptionV3
Dis. Major Left Dorsal Major _Right Dorsal Major _Right Dorsal
Ring (Rank-1) Ring (Rank-1) Ring (Rank-1)
HamD 76.56 79.24 80.90 86.57 77.24 81.93
JaD 95.51 97.69 99.72 99.17 93.83 95.60
BB 86.74 90.84 99.89 99.21 90.52 96.90
BC 100 100 99.70 99.35 100 100
Dis. Major_ Left Dorsal Major_ Right Dorsal Major_ Right Dorsal_
Thumb (Rank-1) Thumb (Rank-1) Thumb (Rank-1)
HamD 73.53 76.72 73.18 76.94 71.91 74.08
JaD 97.05 97.60 93.61 95.58 89.37 92.94
BB 96.57 98.80 86.89 86.85 82.91 84.28
BC 100 100 91.95 96.45 100 100
Dis. Minor_ Left Dorsal_ Minor_ Right Dorsal Minor_ Right Dorsal
Index (Rank-1) Index (Rank-1) Index (Rank-1)
HamD 73.91 74.48 71.89 73.70 71.28 72.41
JaD 96.51 94.22 92.22 93.95 90.06 91.00
BB 85.93 96.43 83.58 95.35 90.71 93.68
BC 93.26 100 89.36 92.97 88.35 94.29
Dis. Minor_ Left Dorsal_ Minor_ Right Dorsal Minor_ Right Dorsal
Little (Rank-1) Little (Rank-1) Little (Rank-1)
HamD 79.52 81.03 73.45 78.85 70.17 78.25
JaD 91.51 95.86 89.63 93.07 85.97 89.96
BB 95.76 96.66 90.62 94.61 86.30 87.89
BC 92.47 100 90.52 97.71 89.09 93.67
Dis. Minor_ Left Dorsal_ Minor_ Right Dorsal Minor_ Right Dorsal
Middle (Rank-1) Middle (Rank-1) Middle (Rank-1)
HamD 78.54 83.77 76.94 80.32 73.51 77.22
JaD 90.09 92.71 85.72 89.36 83.03 86.98
BB 86.99 92.84 84.20 90.16 81.70 87.68
BC 98 100 90.58 90.81 93.49 94.07
Dis. Minor_Left Dorsal Minor Right Dorsal Minor_ Right Dorsal
Ring (Rank-1) Ring (Rank-1) Ring (Rank-1)
HamD 79.08 84.74 77.68 83.70 76.66 81.47
JaD 90.39 95.34 86.53 94.62 81.81 90.18
BB 92.57 93.27 86.09 88.29 85.89 87.08
BC 99.93 100 87.54 91.98 90.51 93.69
Dis. All_Left Dorsal 11K All_Right Dorsal 11K All_Right Dorsal PolyUHD
HamD 77.38 83.17 73.31 78.86 74.08 78.91
JaD 94.02 96.86 91.48 93.32 88.28 91.93
BB 95.46 97.69 86.24 92.14 88.57 91.96
BC 98.11 99.96 93.42 96.28 94.83 97.07

5.0 DISCUSSION

This section discusses the results obtained by the multimodal deep learning proposed for multi-biometrics of the
dorsal finger knuckle and fingernails, with the datasets used and similarity distances for the rank-1 recognition
accuracy. Using multimodal deep learning for personal identification recognition, through the experiments we
conducted that it is the best model of DenseNet201 and Inception V3 models, regardless of fine-tuning models.
After adding fine-tuning to both inception V3 models and denseNet201 model, we observed much better and more
distinct performance, with the Inception V3 model performing better than the denseNet201 model in extracting
abstract and high-level features on both the 11k left and right dorsal hands dataset and PolyUHD right dorsal hands
in tables (3,4,5,6) in section (4.2), where the F1_score is 87.83% for denseNet201 model 11k Hands (left dorsal),
92.94% for denseNet201 model 11k Hands (Right dorsal) and 93.51% for denseNet201 model _ PolyU HD (right
dorsal), whereas the F1_score is 95.39% for inception V3 model 11k Hands (left dorsal), 91.84% for inception
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V3 Model_ 11k Hands (right dorsal) and 95.59% for inception V3 model _ PolyU HD (right dorsal) because there
are many benefits to denseNet201 model requires less parameters and processing time, and automatically scales
to hundreds of layers, without causing any optimization problems. Compared to the Inception V3 model is the
most accurate and efficient model for processing input images. It is continuously being enhanced and has increased
efficiency in identifying particular patterns, features, and images.

In the matching process, we obtained the results of similarity distances (Hamming Distance (HamD), Jaccard
Distance (JaD), Braun-Blanquet Distance (BB), and Bray-Curtis Distance (BC)) to obtain the rank-1 recognition
accuracy both for the 11k Hands and PolyUHD datasets. These metrics effectively capture differences or overlaps
between binary or numerical data, enabling accurate matching and classification. Their use enhances the robustness
of biometric identification by offering varied perspectives on similarity, improving overall recognition
performance. We achieved the highest results for both hands in almost all fingernails in both the inception V3
model and DenseNet201, and then achieved the highest results in base, major and minor in the Inception V3 model
compared to the DenseNet201 model. The lowest results were achieved in the minor denseNet201 model. In Table
8, we can observe that the proposed approach obtained the rank-1 accuracy for the 11k Hands (left dorsal) dataset
for both the Inception V3 model and the DenseNet201 model. The fingernail rank-1 accuracies were 100% in the
little finger,100% in the index, middle and ring fingers and 99.81%,99.74% in the thumb fingers for the inception
V3 model and the denseNet201 model 11k Hands (left dorsal). The base obtained a rank-1 accuracy of 100% in
the middle finger for the inception V3 model 11k Hands (left dorsal) and 100% in the index, ring and thumb
fingers for the inception V3 model and denseNet201 model 11k Hands (left dorsal). The major obtained a rank-
1 accuracy of 100% in the ring, index and thumb fingers and 99.88%, 99.86% in the little and middle fingers for
the inception V3 model 11k Hands (left dorsal). Overall, we can show the minor obtained a rank-1 accuracy of
100% in the little, index, middle and ring fingers for Inception V3 model 11k Hands (left dorsal), 99.93% for
DenseNet201 model 11k Hands (left dorsal) in the ring for denseNet201 model 11k Hands (left dorsal). We can
observe that the proposed approach obtained the rank-1 accuracy for the 11k Hands (right dorsal) dataset for both
the Inception V3 model and the DenseNet201 model.

The fingernail rank-1 accuracies were 100% in the little finger for the inception V3 model 11k Hands (right
dorsal), 100% in the thumb fingers for the inception V3 model and the DenseNet201 model 11k Hands (right
dorsal). The base rank-1 accuracies are 96.62% in the index for the Inception V3 model 11k Hands (right dorsal).
The major rank-1 accuracies were 99.70%,99.35% in the thumb fingers for the inception V3 model and the
denseNet201 model 11k Hands (right dorsal). Overall, we can show that the minor knuckles obtained a rank-1
accuracy of 97.71% in the little finger for the Inception V3 model 11k Hands (right dorsal). We can observe that
the proposed approach obtained the rank-1 accuracy for the PolyUHD (right dorsal) dataset for both the Inception
V3 and the DenseNet201 models. The fingernail rank-1 accuracies were 100%, 98.68%, 97.97% and 95.68% in
the ring, little and thumb fingers for the inception V3 model _ PolyUHD (right dorsal), 100% in the middle and
thumb fingers right dorsal hand for the inception V3 model and denseNet201 _ PolyUHD (right dorsal). The base
achieved a rank-1 accuracy of 100% and 98.72% in the index and little fingers for inception V3 model PolyUHD
(right dorsal), 98% in the index fingers for denseNet201 model PolyUHD (right dorsal) and 97.06%, 97.05% and
98.85% in the ring and middle finger for inception V3 model PolyUHD (right dorsal). The major rank-1
accuracies were 100%, 99.90% and 95.70% in the ring, index and thumb fingers for inception V3 model and
denseNet201 model PolyUHD (right dorsal), 100% in the ring and little fingers for inception V3 model
PolyUHD (right dorsal), Overall, we can show that the minor knuckles obtained a rank-1 accuracy of 94.29% in
the index finger for inception V3 model _ PolyUHD (right dorsal). Finally, we obtained the highest results in all
key components for the hand in the Inception V3 model for 11k Hands (left dorsal) and PolyUHD (right dorsal).
we can observe that the proposed approach obtained the all hands rank-1 accuracies were 99.96% and 98.11% for
inception V3 model and denseNet201 model 11k Hands (left dorsal), 96.28% and 93.42% for inception V3 model
and denseNet201 model 11k Hands (right dorsal) and 97.07% and 94.83% for inception V3 model and
denseNet201 model _ PolyUHD (right dorsal). Fig. 14 illustrates the rank 1 recognition of the finger knuckle
patterns and fingernails of the left and right hands in the 11k Hands & right hands in the PolyUHD, additional
comparison between the rank 1 recognition for denseNet201 & inception V3 Models.

Interestingly, the best-performing base models in terms of rank-1 recognition accuracy, from highest to lowest,
are Inception V3, DenseNet201, FKPIndexNet [66], Deep CNN [67], ResNet50 [68], VGG16 [69], VGG19-
F6[19], DenseNet [68], and ResNet34 [67]. Fig. 15 demonstrates the most basic (pre-trained) models that perform
well in various sub-images for (FKP & FN)™.
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Compare for 11K Hands & PolyUHD Databases

—

Hamming Jaccard Braun_Blanquet Bray Curtis
All_Left Dorsal 11K DenseNet201 All_Left_Dorsal 11K InceptionV3
All_Right Dorsal 11K DenseNet201 All Right Dorsal 11K InceptionV3
All_Right_Dorsal_PolyUHD DenseNet201 All_Right_Dorsal_ PolyUHD InceptionV3

Fig. 14: The rank_1 for the proposed (FKP & FN)* and compare between the rank_1 recognition for
DenseNet201 & InceptionV3 models for left and right hands in the 11kHands & Right Hands in the PolyUHD

Rank 1 Accuracy

90.08% 96.50% 97.25% 92.60% 98.11% 99.96%
79.02% 82% 81.22% I‘ I7‘
VGGI6 (USING ~ RESNET34 (USING ~ DEEPCNN (USING  VGG19-F6 (USING FKPINDEXNET ~ RESNETS0(USING ~ DENSENET (USING  DENSENET201 INCEPTION V3
SDUMLA-HMT AND POLY-U FKP POLY-U FKP IT DELHI FINGER  (USING POLYU-FKP ~ POLY U DATASET) ~ POLY UDATASET)  (11.076K HANDS (11,076K HANDS
POLYU FKP DATASET) DATASET) KNUCKLE DATASET) DATASET(OUR DATASET (OUR
DATASETS) DATASET) PROPOSED)) PROPOSED))

MODELS AND DATASETS

Fig. 15: Shows the rank-1 accuracy for all models with datasets for (FKP & FN)".

6.0 CONCLUSION AND FUTURE SCOPE

This research paper attempted to devise a novel structure of personal identification based on the recognition of
finger knuckle patterns and fingernails (FKP & FN)*. The proposed structure uses the dorsal surface of the five
human hand components (fingernails (5), base knuckles (5), major knuckle (4), minor knuckle (4), and major
knuckle of the thumb (1)). The proposed (FKP & FN)* approach uses all 19 hand components from two widely
used datasets: "PolyUHD’ and the 11k Hands datasets. We are using the multi-model deep learning, fine-tune
segmented subsets per component of the DenseNet201 model and fine-tune the Inception V3 model to extract
abstract features. According to the multi-model deep learning-based approach proposed in the work, the patterns
of the dorsal finger knuckle and fingernails play an important role in person recognition. The experimental results
show its effectiveness, resilience, and dependability, due to the use of multi-model deep learning based on the fine-
tuning of DenseNet201 and Inception V3 models. Low computational cost can be achieved using DenseNet201
and Inception V3. Moreover, compared to previous models that were already in use, the proposed approach
produced the best results. The (FKP & FN)* suffers from limitations in some of the key point components (basic
and Minor) due to its application to specific finger types (Little, Ring, Middle, Index, and Thumb) for both hands,
where the parameter value was chosen inappropriately for the DenseNet201 and Inception V3. These limitations
are a subject of future research using various feature extraction models, including MobileNet and ResNet50
models. In addition, as multimodal biometric systems have proven vulnerable to spoofing attempts, it will review
them to strengthen its defenses against such attacks.
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